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Abstract—In this paper we investigate the permanence issue of with the proposed protocols. Since EEG patterns may vary
electroencephalographic (EEG) signals, elicited by visuatimuli,  from session to session, due to several preconditions ssich a
for biometric recognition purposes. Specifically, we evalate the position and conductivity of the electrodes, level of aitem

discriminative capabilities of generic visually-evoked ptentials . . .
(VEPs) and of visual event-related potentials (ERPs) assiated to  21'd Wakefulness, or task involvement of the subject [6lesav

specific cognitive tasks. Furthermore, we analyze the perrmence tigating the permanence issue is of paramount importance fo
issue of the considered EEG traits by verifying the stabiliy the deployment of EEG-based biometric recognition system i
across time of the achievable recognition rates. Experimeal practical scenarios. Experimental results obtained ovarge
tests performed on a longitudinal database, comprising EEGlata  5tapase comprising EEG acquisitions taken from 50 stsbjec
taken from 50 subjects during 3 different sessions, give edénce durina 3 d tinct . . iod of th and
of the presence of repeatable discriminative characterigts in the uring IStNCt Sessions Spa_nnlng 3 pe_rl_o orone mor? an
individuals’ EEG activity *. a half, support the hypothesis that individuals’ EEG signal

actually possess repeatable discriminative traits.

I. INTRODUCTION
Il. STATE OF THE ART. VEP BASED EEGBIOMETRICS

In the very recent past, the use of electroencephalographic . o ] o
(EEG) signals as biometric identifiers has attracted therest ~ EEG signals elicited by visual stimuli have been already
of the research community, thanks to the several advanta§8%Ployed as biometric identifiers in a few works. Nonetrgles
they offer over conventional biometrics, like confideritial Most of the already proposed approaches are flawed either in
and security [1]. EEG signals can be captured in responsel@§ms of the dataset dimension, or the number of involved
a presented stimulus or while performing a given task. MoSEG acquisition sessions, or due to the fact that EEG data
of the studies carried out so far have focused on EEG sign§gPloyed for enrollment and recognition purposes rarédgria
acquired in resting states conditions, mainly because ef tfiom disjoint sessions. A review on the state of the art allo
simplicity to implement the acquisition protocol. Nondtms, Face and car images, each rapidly shown 40ms, have
several other elicitation protocols, based on the respemseP€en employed as visual stimuli in [7], where pre- and post-
audio or visual stimuli, real or imagined body movement§timulus responses are employed to discriminate between 20
imagined speech, etc., can be exploited for designing an-EE9NSidered individuals. A classification accuracy at at9@ido
based biometric recognition systems as detailed in [2]. ~ has been achieved exploiting the best performing postuisn

Specifically, in this paper we focus on the use of EE&SL. VEP data have been recorded in [8] from 20 subjects
signals elicited by visual stimuli and analyze the feaiipil When presenting a single kind of stimulus, consisting of a
of their use for biometric recognition purposes. It is welPicturé with common objects represented by black and white
known in literature that presenting a generic flashing patte"”e- A classification accuracy of 99.6% has been achieved

to an observer induces a spontaneous time-locked respoff§8 ANOVA tests performed on each of the 61 employed
of the visual cortex, indicated as visually-evoked powntichannels. The influence of irrelevant stimuli during a task
(VEP) [3]. Moreover, a specific target, appearing at a lof@S been studied in [9] by means of a rapid serial visual
occurency ratewrt to the other visual stimuli and designed?@radigm (RSVP). EEG data acquired with 8 channels from
to invoke the execution of a cognitive task, is able to draw off Subjects have been used to this aim, achieving an overall
a specific event-related potential (ERPs) [4]. Both respensCOITect recognition rate (CRR) of about 97%.
are commonly elicited when a sequence of non-target stimuliVhile the aforementioned approaches have been tested over
is infrequently interrupted by a target eveft.[In this paper EEG data collected during a single session, exploited for
we design two distinct protocols to analyze the discriniueat 9enerating both enroliment and recognition datasets, E&& d
capabilities of responses to both target and non-targettgve from 5 subjects have been recorded during 5 sessions on the
In addition, carrying on our previous study in [5], wesame day in [10]. The combined use of EEG responses to both
analyze the stability across time of EEG signals elicitd@rget and non-target visual stimuli has allowed to achieve
a CRR up to 97.6%. Unfortunately, such performance has
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TABLE I: Overview of state-of-the-art EEG based biometystems based on the use of visual stimuli.

Paper Users| Channels| Protocol Type of Stimuli Features Classifier Performance Sessions
Das et al. [7] 20 20 VEP rapid visual categorization tas| LDA KNN CRR=94% 1
Palaniappan [8] 20 61 VEP snodgrass & vanderwart pictures spectral power ratio BP NN CRR=99.6% 1
Gupta et al. [9] 8 8 VEP/ERP| rapid serial visual paradigm P300 LDA CRR=97% 1
Touyama [10] 5 1(Cz) | VEP/ERP| targetand non-targetimages PCA LDA CRR=97.6%| 5 (same day)
Yeom et al. [11] 10 8 VEP/ERP| self and non-self face imageg Adaptive discriminative featureNon-Linear SVM| CRR=86.1%| 2 (different days)
15 . . . CRR=89.0% 2 (1 week)
Armstrong et al. [12 1 ERP text reading ERP signal Correlation
CRR=93.0%| 2 (over 6 months

8

Fig. 1: Visual stimuli employed for the “Geometric” protdco

Fig. 2: Electrodes montages. (&Y = 17; (b): M = 6.

Conversely, two disjoint recording sessions have been-prop
erly used as enrollment and testing datasets in [12]. Specifi
cally, two scenarios have been there investigated: theditst B- “Létters & Numbers” protocol
with EEG data acquired from 15 subjects at a time distance ofThe second protocol involves the presentation of a total
one week, and the second one with only 8 subjects recorddd62 images, including 26 images showing capital letter
at an inter-session temporal distance of 6 months. The CRe&®racters, 26 images with lowercase letter characteds1@n
achieved exploiting the generated ERPs have been resgigctivimages containing digits from 0 to 9. Out of these images,
of 89.0% and 93.0%. Nonetheless, it is worth remarking th&tbjects are requested to concentrate when numbers appear
besides being obtained over relatively small databases, tm the screen, with both capital and lowercase letter acting
results reported in [12] cannot provide proper informatiods non-target stimuli. Similarly to the geometric prototbe
about the permanence in EEG-based biometric recognitigiiget images are randomly shown for a totab@bccurrence,
systems, having been evaluated over two distinct databaseghile letters are randomly presented for a totalb66 times.

Table | provides a summary of the aforementioned papefince each image is shown f@50ms, and ad50ms of delay
Given the limits of the contributions so far described, thé implemented between every two images, each recording
present work presents the first analysis on the permaneg€ssion therefore lastmin and24s, during which a total of
of EEG signals generated using visual stimuli for the puepog20 stimuli are presented to a subject.
of biometric recognition.

IV. EMPLOYED EEGBASED BIOMETRIC SYSTEM
Once acquired, EEG data are first preprocessed as outlined
[1l. EMPLOYED EEGDATA ACQUISITION PROTOCOL in Section IV-A. The processing then performed during the

o ) ) enrollment phase is described in Section IV-B, while the
Two distinct stimulation protocols are here employed tg

. X ! ) ) erification phase is detailed in Section IV-C.
elicit EEG potentials, both involving the presentation afer )
target images, among a large series of non-target stimuli. A- Preprocessing

At the beginning of both enrollment and verification phases,
a preprocessing step is carried out on the recorded EEG data,
to increase their signal-to-noise ratio. Specifically, anomn

This protocol consists in the display on an LCD monitor of 8verage referencing (CAR) filter is first applied by comput-
images each containing a different geometric shape, asrshdtg the mean signal from all th@/ considered acquisition
in Fig. 1. The appearance of each image represents a stimulgnnels, and then subtracting this value from each of them,
lasting for 250ms and followed by a black screen lastinghus reducing artifacts related to unsuitable referencicess.
450ms. Each geometric shape is presented in a random orf#r The CAR-filtered channels are then normalized using z-
for 60 times, therefore resulting in a total acquisition time o$core transformation, thus generating zero-mean dataunith
5min and36s for each session. While the appearance of eacariance. Eventually, each of the signals is also detrended
image generates a VEP in the observer, a peculiar respohgédndividually subtracting their best-fit line, thus alling to
is elicited when the target shape is shov@). [Specifically, focus only on the data fluctuations about the estimated trend
the considered subjef:ts are requestgd t_o concentrate OnBt.h%emplate generation
occurrences of the “circle” shape, which is therefore used a

target stimulus, while the other 7 images are considered nor.lIn ord.er_ to generate a template from the.acquwed_ EEG
target. signals, it is worth remarking that EEG potentials amplisid

A. “Geometric” protocol



tend to be significantly low, when compared to the overathrget or non-target stimuli is estimated by consideriog Al
behavior of EEG fluctuations. In order to resolve such lowthe 40 selected subjects and in both the considered prstocol

amplitude potentials against the background of ongoing EEG, 10 different templates, each generated as described in
signal averaging is performed on the available data for each section IV-B on the basis ofR = 50 consecutive

user. Specifically, being the responses to both target and responses captured during the enroliment session;
non-target stimuli time-locked to the originating everitss ~ , for each enroliment template, 10 distinct probes for
possible to collect? reactions to such stimuli, each lastifig intra-class comparisons, each time obtained by randomly
ms from the beginning of the associated event, and averaging selectingR = 50 consecutive responses from the recog-
them thus having the undesired noise filtered out. For a pjtion session:

given user, the obtained template is therefore generatéitas , for each enrollment template, a testing probe for inter-

collection of the)M time-dependent potentials registered from  ¢lass comparison from each of 30 users distinct from the
each of thel considered EEG channel, in correspondence to  enrolled one, each obtained by randomly selectihg:

either target or non-target stimuli. 50 consecutive responses from the recognition session.
At each iteration, the associated recognition performdace
C. Verification therefore evaluated on the basis 44 - 10 - 10 intra-class

matches, and0 - 10 - 30 inter-class comparisons.

q In .ttt:ed v_erlfécattllon ;s\t/age,ﬂt]he template 'Sb gene(rja’ged S\within the considered framework an analysis on the most
escribéd in section Iv-b. The responses ObServed IN CQfieqriminative subbands and time intervals to consider is

responding channels durin.g enro!lment_ and.verification aéﬁ/en in Sections V-A and V-B respectively. Such analysis
then compared by evaluating their cosine distance. The is performed using S1 as enrollment datasets and S2 as

distances thus computed are fused into a single score l:'}gtalﬂ'/erification data (Slvs S2). Furthermore, we analyze the

their average. A comparison with a threshold completes tﬂgrmanence of the EEG signals elicited using the employed

vern;:catmf)n procedurea i ; d wh K visual stimuli by means of the achievable recognition per-
T € atorementioned process IS performed when WOrKiRGrmance in Section V-C, where three different scenarios
on either target or non-target-stimuli.

) . It can be hOWeV%th an increasing temporal distance between the enrolimen
observed that, for a fixed numbét of stimuli responses to .4 ihe identification stages, namely 84 S2, S2vs S3

be collected in both scenarios, the time needed for perfu;m|and S1vs S3, are considered. Results are given in next

the enrollment or verification phases of a system exploitingg .tjons in terms of the 95% confidence intervals of the equal

non—targ_et occurrences are typically much Iovyer than the C@rror rates (EERS) for both the “Geometric” and the “Letters
responding amounts required when considering target &vell Numbers” protocol. Confidence intervals are reported as

given the modalities through which the employed protoco[ﬁEER —1.9605pr : pppr + 1.96055R], beiNg upr

are designed. and orpr respectively the mean and standard deviation of
the EER obtained during the 20 performed iterations of the

V. RESULTS ANDDISCUSSION employed cross-validation procedure.
The aforementioned analysis are conducted considering two

The EEG database employed for the performed e Y frerent EEG montages, depicted in Figure 2, with either
/s

tal tests is collected using a Galileo BE Light amplifier with, =~ - loved ch I he f
19 electrodes, placed on the subjects’ scalp accordingeo th , . L7 or M = G employe channels. In the ormer case,
' only the two frontal electrodes, i.€;,; and F,, are discarded

10-20 international system [13]. EEG signals are taken fro S
50 healthy subjects, whose age ranges from 20 to 35 ye(z?\pse to the most relevant presence of EEG potentials in the

: . .~central and occipital regions. In order to reduce the number
with an average of 25, according to both protocols describe . : .
. ) : L . of employed electrodes, thus lowering the user inconveien
in Section Ill. During each EEG data acquisition, subjeces a . ) . :
- . . -~ we also consider the latter configuration, selected by reprti
comfortably seated on a chair in a dimly lit room, with a L ; . .
- : . . each individual channel in terms of associated recognition
viewing distance and screen sizes selected in order tdysatis

the preferred viewing distance (PVD) [14]. Three distinc{gerformance, and selecting the top six for both the target

L . S . . and non-target scenario. It is worth observing that thitefat
acquisition sessions, indicated in the following as S1,&32| .
. o mgntage resembles those commonly employed to exploit ERP
S3, are performed for each subject. Specifically, the seco X N
) . . f]r brain-computer applications [15].
recording session of each user is taken one week after the
first one, while the temporal distance between the first aad th
third sessions of the considered users ranges from 25 to A9Frequency subband selection
days, with an average of 34 days. Three different subbands are evaluated for determining the
All the tests are carried out by selecting, as enrollment aitEG frequency range containing the most discriminative-cha
testing datasets, EEG data from distinct sessions. Morgiove acteristics:[0.5 : 4]Hz, corresponding té waves,[0.5 : 8]Hz,
order to present statistically significant results, eaafsmered including bothé and 6 waves, and0.5 : 14]Hz, comprising
scenario is evaluated by means of cross-validation praoesdud, # and « rhythms. The considered EEG potentials are
consisting of 20 distinct runs, each performed by randoménalyzed over a time interval following the presentation of
selecting 40 users out of the available 50. Specificallyaahe a stimulus and lasting” = 600ms, for both target and non-
run the performance associated with the responses to eittaget. Figures 3 and 4 show the EER 95% confidence intervals
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vals for different frequency bands. vals comparing different sessions.
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. Cponfame % = plon-Targen following the presentation of the stimuli, withl e
525 ol {300, 400, 500, 600, 700}ms. The shortest considered interval
I e S =S D S e S T is set to 300ms in order to include the P300 behavior,
10 R M 10 ; characteristic of ERP responses, in all the evaluated sosna
: .- ; .. Figures 5 and 6 show the 95% confidence intervals obtained
300 400- 500600 700 300 400- 500600 700 for both the considered protocols, showing that a proper se-
(@ M =17 Ch. (b) M =6 Ch. lection for the interval to be analyzedT3= 600ms, therefore
Fig. 5: “Geometric” protocol: EER confidence intervals foemployed for the following EEG permanence evaluation.
different time intervals. C. Permanence of EEG signal across time
w0 w0 The permanence of the recognition performance achievable
35 et et 35 | Non Target with the considered EEG based biometric system, is then
. . evaluated by considering three different scenarios with in
%20 %20 creasing temporal distance between the enrollment and the
I SRR SEE TS EEEE IR B S e spee ) verification stages. Figure 7 and 8 report the 95% confidence
sbdo 5 intervals evaluated for the considered protocols, showliag
® oo a0 =0 e 700 " " 30 a0 s e 0 o for both of them a satisfactory performance permanence can
(@) M = 17 Ch. (b) M = 6 Ch. be achieved over different comparisons. Specifically, aemor

. " " ] . . stable behavior is observed when exploiting responseste no
Fig. 6: L_etters & _Num_bers protocol: EER confidence Interfarget events, with respect to the uge of ?argeli stimuli. The
vals for different time intervals. obtained results also show that a montage with = 6
electrodes results in only a slight worsening of the aclikva
performance with respect to the use &f = 17 channels,
when exploiting the considered subbands, respectivelyhier while significantly improving the usability of the proposed
“Geometric” and the “Letters & Numbers” protocols. It cansystem in terms of user comfort, and therefore preferraine f
be seen that, for both the considered protocols[ate: 8]Hz practical implementation&
and|[0.5 : 14]Hz subbands perform similarly, with the former
one showing a slightly lower performance variance. Therefo VI. CONCLUSIONS
we select thd0.5 : 8]Hz subband to perform the subsequent In this paper we have investigated the feasibility of using
analysis. The obtained results also show that focusing on n&EG  biometrics elicited with visual stimuli for automatic
target responses generally guarantees higher recognitiea people recognition. Specifically, we have verified, on a leng
than the ones obtained when considering target events.  tudinal dataset, that a satisfactory level of permanenoesac
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time of the so-obtained EEG signals, measured in terms of
stable recognition performance, can be obtained. Accgriin

the obtained results, EEG channel montage with 6 electrodes
and the analysis of responses to non-target stimuli, can be
recommended for practical implementations. The performed
analysis can be considered as a preliminary step towards the

use of VEP-based EEG signals as a stable biometric identifier
3
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