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Abstract—Finger-vein-based biometric recognition technology
has recently attracted the attention of both academia and indus-
try because of its robustness against presentation attacks and the
convenience of the acquisition process. As a matter of fact, some
contactless vein-based recognition systems have already been
deployed and commercialized. However, they require the users to
keep their hands still over the acquisition device for a few seconds
to perform recognition. In this study, we release this constraint
and allow users to have their finger vein patterns acquired on the
fly. To accomplish this goal, we introduce an ad-hoc acquisition
architecture capable of capturing the finger vein structure using
an array of low-cost cameras, and we propose a recognition
framework based on the use of convolutional and recurrent
neural networks. To test the proposed approach we acquire
a finger vein image dataset, in video format at four different
exposure times, from 100 subjects. The obtained experimental
results show that, even in a very challenging scenario, the
proposed system guarantees high performance levels, up to
99.13% recognition accuracy over the collected dataset.

Index Terms—Finger Vein Biometrics, Multimodal Biometrics,
Convolutional Neural Networks, Recurrent Neural Networks,
Long Short-Term Memory Networks.

I. INTRODUCTION

In the last decades, the use of biometric technology has
emerged as a prominent and well-accepted solution in secure
and user-convenient recognition applications [1]. Biometric
characteristics such as fingerprint, face, signature, iris, and
voice have been successfully employed for access control,
border control, financial-related applications, and verification
on personal devices, to cite a few examples. However, many
of the mentioned biometric identifiers are exposed to the
public and therefore prone to presentation attacks [2]]. On the
contrary, vein patterns are subcutaneous structures and thus
intrinsically more robust to such threats than most of the
commonly employed biometric traits. Therefore, in the last
few years, the use of vein patterns has become more and more
popular, and commercial devices have been deployed for real-
life applications.

A standard device for the acquisition of vein patterns is
composed of a near-infrared (NIR) illuminator and a NIR
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camera. The haemoglobin in the blood absorbs infrared light,
thus revealing the structure of the vessels as dark lines. In
our work, we take a step forward and introduce, for the
first time in literature, an innovative on-the-fly, contactless,
and low-cost vein-based biometric recognition system. The
acquisition of the finger vein structure is carried out while
the user is on the move, with an increase of user convenience
and recognition system throughput. Deep learning approaches,
based on both convolutional neural networks (CNNs) and
recurrent neural networks (RNNs), are here exploited to extract
discriminative features from the acquired vein patterns, and
achieve remarkable recognition performance.

The paper is structured as follows: an introduction on finger-
vein-based recognition is given in Section [l An overview of
the state-of-the-art works using deep-neural-network (DNN)
approaches in the framework of vein-based biometric recogni-
tion is provided in Section Section [IV] describes the overall
identification pipeline of the proposed system, detailing its
hardware and software components, while the adopted DNN-
based recognition process is outlined in Section [V} Finally, the
achieved results and conclusions are presented in Sections

and respectively.

II. FINGER-VEIN-BASED BIOMETRIC RECOGNITION

The convenience of the data acquisition process, the higher
security in terms of presentation attack and liveness detection
with respect to conventional biometric traits, as well as the
always-improving recognition performance, are leading to an
increasing interest in vein-based recognition systems. In the
recent years, finger vein [3[], palm vein [4], [S]], wrist vein
[6], and hand-dorsal vein [7[], [8]], have been studied in the
context of biometric recognition [9]]. The approaches proposed
in the literature capture the vein-patterns either requiring the
subject to touch a support, as for Hitachi’s VeinID finger
vein technology, or allowing a contactless acquisition as in
Fujitsu’s PalmSecure™. This technology has already been
deployed in real-life applications such as banking or consumer
products. However, it is worth pointing out that all the existing
solutions require the users to hold their hands still during the
entire acquisition process. On the contrary, in our approach, as
detailed in the following sections, we allow the users to pass
their hands over the sensor while walking, thus implementing
a contactless and on-the-fly interaction modality.

Roughly speaking, a vein-based biometric recognition sys-
tem includes the data acquisition, preprocessing, feature ex-
traction, and classification modules. The vein traits are cap-



TABLE |
STATE-OF-THE-ART WORKS ABOUT FINGERVEIN-BASED BIOMETRIC IDENTIFICATION SYSTEMS

Database Employed System
Paper X i Performance
Name # Classes Categ. Feature Extraction Matching
Kumar et al.|[10] HKPU|[10] 302 (156 users) GB Gabor lter & morphological proc. XOR-based similarity scores CIR = 90.08%
Van et al. [11] SDUMLA [12] 636 (106 users) SL MFRAT [13] & GridPCA Euclidian distance CIR = 95.67%
Lu et al. [14] SDUMLA [12] 636 (106 users) SB Polydirectional LLBP Histogram intersection CIR = 99.21%
Ong et al. [[18] SDUMLA[[TZ] 636 (106 users)  GB Minutiae Genetic algorithm & k-modi ed CIR = 99.70%
Hausdorff distance (k-MHD)
-ellipti = 0,
Qui et al. [16] SDUMLA [12] 636 (106 users) SL Pseudo-elliptical Euclidean distance CIR = 97.61%
FV-USM [17] 492(123 users) transform & 2D-PCA CIR = 97.02%
Xie et al. [1§] SDUMLA [12] 636 (106 users) BIock—basgd laverage Ensgmble cqmponent—based e><tremtnCIR - 97.76%
absolute deviation (AAD) learning machines (EC-ELM) network
Banerjee et all [19] SDUMLATiR] 636 (106 users) GB Morpholo'g|cally enhanced Afne rgglstrat|or1 based template CIR = 90.72%
images matching algorithm (ARTeM)
Yang et al. [[20] HKPUI[T10] 302 (156 users)  Gp /natomy Structure Analysis based Integration Matching CIR = 99.68%
Vein Extraction(ASAVE)
HKPU |10] 302 (156 users) CIR = 97.89%
= 0,
Yang et al. |[21] SDUMLA [12] 636 (106 users) GB ASAVE |20] & indexing Grouped Hamming Distance CIR = 95.25%
MMCBNU_6000 [22] 600(100 users) CIR = 94.83%
FV-USM [17] 492(123 users) CIR = 98.31%

tured by using a NIR illuminator and a NIR camera. Rotation of processing layers and can be exploited as feature
and vertical translation of the hand could affect the acquisition extractor or classi er module in a vein-based biometric
step, and the acquired pictures are generally characterized system. Since DNNs are used in our approach to process
by low contrast and poor quality. This implies the need of the acquired vein patterns, a detailed overview of the state
some preprocessing steps, namely, registration, normalization of the art exploiting DNN-based models for vein-based
and image enhancement. In addition, a region of interest biometric recognition system is provided in Section lll.

(ROI), containing the vein pattern, is usually extracted from An overview of the state of the art on nger-vein-based
the enhanced image and analyzed in the feature extractigmetric identi cation systems is provided in Table I, where
stage. The feature extraction approaches used in vein-bageghils about the employed databases, feature extraction tech-
biometrics can be broadly categorized into ve classes:  niques, feature categories, and matching algorithms, together
geometry-based method¢GB): geometric information, with the achieved recognition performance expressed as cor-
such as shape or topological structure, is extracted fraect identi cation rate (CIR), are reported.
the vein images and used as discriminative features.
Most of such techniques segment vein patterns from the . STATE OF THEART: DNN- AND
background and then extract relevant features from the VEIN-PATTERN-BASED BIOMETRIC APPLICATIONS
obtained network. Global topology-based methods, suchin the recent past, there has been an increase in the use of
as line-like [23], [24] and curvaturé [25] models, as weltleep learning techniques for biometric recognition purposes
as local geometry-based models, such as vein knucki®], due to the good performance they achieve. In this section,
shapes, endpoints and crossing points of vein structusge present an overview of the most relevant papers using deep
[26]-[28], belong to this category; learning methods in the eld of vein-based biometrics. The
subspace-learning-based method§SL): techniques ex- related details are summarized in Table II.
ploiting appearance-based methods, such as linear disA deep learning approach applied to a nger-vein-based
criminant analysis (LDA)[[29], principal component analbiometric identi cation system has been rst proposed by
ysis (PCA) [30], [31] or two-dimensional PCA [32], [33] Radziet al.[40]. The structure of the employed network relies
can be listed within this class; on the one presented in [41], with the CNN fed with binary
statistical-based techniqueqSB): statistical features asimages obtained by thresholding the original vein images. A
the local binary histogram and moments are exploited tnore recent work on nger-vein-based identi cation using
extract discriminative information from vein structuresCNNs is the one proposed by Dastal. [3], where stable and
Methods based on local binary patterns (LBPs) [34], [35highly-accurate performance is achieved while dealing with
local derivative patterns (LDPs) [36], and invariant mo-nger vein images of different quality. Hongt al. [43] have
ments [37] are examples of feature extraction techniqudssigned a nger-vein-based veri cation system exploiting a
based on local statistics; pre-trained model of VGG-16 [44]. The pre-trained network is
local invariant-feature-based methods(LI): methods used for ne-tuning, having the difference between two nger
inspired by approaches stemming from computer visiongin images as input. Databases with different image qualities
such as those using key points for the scale invariaate taken into account. A deep CNN (D-CNN) architecture,
feature transform (SIFT) as features [38], [39] belong timspired by VGG-16, has also been exploited for nger-vein-
this category; based biometric veri cation by Huargt al. [45]. The modi ed
DNN-based model{DM): a DNN consists of a sequenceCNN architecture is fed with a two-channel image resulting



TABLE I

STATE-OF-THE-ART WORKS ABOUT APPLICATIONS OF DEEP LEARNING ALGORITHMS IN THE FIELD OF VEINBASED BIOMETRIC RECOGNITION SYSTEMS

Biometric Database CNN Features
Paper ) . Performance
Identi er Name # Classes Reference Modality
Radzi et al. [40] Finger vein own 300 (50 users) [41] Biometric Identi cation CIR = 100%
HKPU [10] 302 (156 users) CIR = 95.32%
A = 0,
Das et al. [3] Finger vein FV-USM [17] 492 (123 users) Biometric Identi cation CIR = 97.53%
SDUMLA [12] 636 (106 users) CIR = 97.48%
UTFVP [42] 360 ( 60 users) CIR = 98.33%
Own (Good Quality) 120 (20 users) EER =0:396%
Hong et al. [43] Finger vein Own (Middle Quality) 198 (33 users) VGG-16 [44] Biometric Veri cation EER =1:275%
SDUMLA [12] (Low Quality) 636 (106 users) EER =3:906%
Own (Training) 300.000 -
- i 0,
Huang et al. [45] Finger vein FVRC2016 - DS1 [46] (Testfng) 1000 VGG-16 [44] Biometric Veri cation EERG:42%
FVRC2016 - DS2 [46] (Testing) 1000 EERE41%
FVRC2016 - DS3 [46] (Testing) 1000 EER2Z14%
= 0,
Xie et al. [47] Finger vein HKPU [10] 302 (156 users) LCNN [48] Biometric Veri cation EER =0.11%
VGG-16 [44] EER = 0.12%
= 0,
Fang et al. [49] Finger vein MMCBNU_6000 [22] 600 (100 users) [50] Biometric Veri cation EER =0.10%
SDUMLA [12] 636 (106 users) EER = 0.47%
= 0,
U-net [52] EER = 4.53%
UTFVP [42] 360 (60 users) EER = 0.41%
= 0,
Jalilian et al. [51] Finger vein Re neNet [53] Biometric Veri cation EER =2.95%
EER = 1.80%
SDUMLA [12 636 (106 users, = 2.549
[12] ( ) SegNet [54] EER = 2.54%
EER = 2.17%
- - 5 - 5
Kim et al. [55] F|r_19er vein & SDUMLA [12] 636 (106 users) ResNet-50 [56] Biometric Veri cation EER = 2.34%
Finger-shape HKPU [10] 302 (156 users) ResNet-101 [56] EER = 0.79%
Wang et al. [57] Hand-dorsal Vein Own 200 (200 users) VGG-16 [44] Biometric Veri cation EER = 0.06%
Zhang et al. [58] Palm Vein Oown 600 (300 users) Inception ResNet v1 [59] Biometric Veri cation EER = 2.74%

from the merging of two templates. An approach for ngerelassi cation scores. More in detail, the authors have compared
vein-based biometric veri cation using CNN and supervisethe recognition performance of different CNN con gurations,
discrete hashing (SDH) has been proposed in [47], whartamely ResNet-50 and ResNet-101 [56], when fed with the
different CNN architectures, such as a light CNN (LCNN) andhger vein image or the spectrogram of the nger ROI. They
a modi ed version of VGG-16, have been fed with pairs ohave shown that the performance can be improved by applying
vein images. The SDH scheme is also investigated to improseore-level fusion approaches. The ResNet architecture has
the performance and to reduce the template size. Earaj. also been exploited by Zhangt al. [58] in the framework
[49] have exploited a lightweight deep-learning framework fasf a palm-vein-based veri cation system. The authors have
nger vein veri cation. Mini-ROIs from the original image applied a modi ed version of the Inception ResNet-vl DNN
are extracted, based on the evaluation of the adopted netwaokextract features, later used for recognition purposes.

and both the original image and the mini-ROIs are integrated

through a two-stream network. Jaliliat al. [51] have used V. DESIGNEDFINGER VEIN IDENTIFICATION PIPELINE

three different fully CNN (FCN) architectures, inspired by the tho architecture of the proposed identi cation system is
U-net [52], Re neNet [53], and the SegNet [54] networkSgyetched in Figure 1. Its building blocks, that is, data acquisi-

to extract the nger vein patterns from NIR nger imagesiion hardware, preprocessing, and classi cation modules, are
The problem of ef cient training and con guratlop settingSyetailed in the following subsections.

for the employed networks has also been taken into account

py training the considered FCN arcr_\itectures with a vVaryg pata Acquisition Hardware
ing number of manually- and automatically-generated labeled
images. Wanget al. [57] have proposed a hand-dorsal vein Our goal is to design a nger vein acquisition system
recognition system employing VGG-16, pre-trained on a largallowing users to donate their nger vein patterns while
scale database, as a universal feature extractor. A task-spe¥y@lking, passing their hands over the acquisition sensor and
selective convolutional features (SCF) model, based on spawéihout any contact, as depicted in principle in Figure 2.
weighting, has been proposed to obtain the discriminativaeci cally, our system is composed of four PiNolR-V2
features. In addition, spatial pyramid pooling (SPP) has be&MOS cameras, equipped with Sony IMX219 8-megapixel
introduced to obtain the nal feature representation. Kitral. sensors [61] having a NIR sensitivity in the wavelength range
[55] have proposed a multimodal biometric recognition systef@hm  100(hm, each driven by a Raspberry PI-V2 card.
based on nger veins and nger ShapeS, exp|0iting CNNgMOS-based cameras have been Wldely used in the literature

to extract features from the acquired images and Comp[ﬁ% Vein-pattern achiSition, essentia“y because of their lower
cost with respect to CCD-based cameras which, on the other



Fig. 2. Graphic representation of the proposed acquisition system.

Fig. 3. 2x2 camera array (left), NIR Iter on the camera array (right).

Fig. 1. Representation of the proposed acquisition and processing pipelingiffusion over the ngers. The acquisition protocol requires the
user to pass the hand between the cameras and the illuminator,

side, guarantee higher performance in terms of signal-to-nojggs using a transmission modality.

ratio (SNR) of the acquired images, especially in the NIR eld. As mentioned in Section |, it is worth remarking that, in
The cameras are arranged in a 2x2 matrix con guration thadnventional vein-based biometric systems, users have to keep

minimizes the parallax effect in the image acquisition procesheir ngers or hands still during acquisition, and often place

with respect to the other camera con gurations we have testedem on a support. On the contrary, in our novel approach,

Each of the four cameras employs a different exposure timeg release this constraint and allow the users passing their

namelyl2 s, 16 s, 20 s, and24 s. As outlined in the next hands over the sensor as shown in Figure 4, thus signi cantly

section, the use of multiple cameras at different exposuri@sproving user convenience and system throughput. During

allows mitigating the effects of the adverse conditions charattie acquisition, we collect four videos, at the rate of 12 frames

terizing the considered acquisition scenario, which may affgeér second (fps), each with different exposure times.

the quality of the captured images. In addition,78@0nm ]

longpass NIR lter is placed over the camera array to cilg- Preprocessing

out visible light. The acquisition system is shown in Figure 3. After acquisition, the preprocessing steps, sketched in Fig-
The employed illuminator is composed of 20 LEDs, atre 1, and described hereafter, are performed.

ranged in a5 4 rectangular grid. Speci cally, we have Frame selection Passing a hand over the acquisition

employed Osram Opto SFH 4356-UV model IR LEDs with:  system may require from one to three seconds, depending

i) dome shaped lend) 80mW radiant ux, iii) 860nm peak on the user's behavior. During this time, each of the four

wavelength, andv) 850nm centered wavelength. It is worth employed cameras records up to 36 frames, out of which

mentioning that most of the systems available in the literature 9 frames, containing all the hand's ngers, are selected for

use LEDs operating in the ranf@50, 930hm. As a matter of further processing. Speci cally, the frame with the overall
fact, we have tested LEDs 880hm, 850nm, and910nm. The lower average luminance across the captured videos is
850nm LEDs have proven to be the best-performing in our chosen as reference and assumed to be the hand in central
system. The illuminator is fed witAOOmA current andl2V position with respect to the device. The four frames

voltage. A3mm-thick white diffusion glass is placed between before and the four frames after it are then selected for
the hand and the lighting LEDs to obtain a uniform light each of the four acquired videos;
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